Establish a More Secure File

Deliver world-class public services with more reliable and secure
file sharing.

Delivering public services today means providing the right level of security for all kinds of
documents—from health information to building plans and even court- and justice-related
records. With so many different functions delivered by agencies and departments at every
level of government, finding a way to secure documents while providing the right access to
the right stakeholders can be daunting. Leaving the task of securing files to individuals can
lead to reduced visibility, lax controls and a greater risk of attack.

Progress® MOVEIt® is a leading Managed File Transfer application that helps businesses
comply with regulatory privacy policies by encrypting sensitive data in fransit and at rest.
MOVEit offers data loss prevention (DLP) and antivirus integration, perimeter security,
centralized access control and non-repudiation so data is only transferred between senders

Transfer Process for:

e Tax information

e Welfare payments
¢ Invoices

e Childcare records
e Regulatory reports
e Criminal records

e Application forms (e.g., passports)

AUTOMATION
@ Streamlines business operations with

task scheduling.

« Minimizes human error caused by

scripting

» Enables customization based on
business processes

» Improves, tracks and manages
workflows to deliver data to
authorized recipients

and receivers.

SECURITY
@ Helps prevent sensitive data from

being manipulated or ending up
in the wrong hands.

» Encryption (in transit and at rest)
o Data integrity checks
e Non-repudiation
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Offers visibility info where data is

and who is accessing it.

» Powerful administrative controls
and policy management

« Consistent delivery

« Alerts and dashboards

« File deletion scheduling based on
access or shelf life

/ RELIABILITY
@ Provides a flexible, scalable

architecture that adapts to growing
business needs.

« High availability architecture

e Scalable for improved performance

e Disaster recovery to minimize
downtime

~~~ COMPLIANCE AND
v—|| AUDITABILITY

Hardens against data loss/tampering
and supports compliance with data
protection standards.

o AES 256-bit encryption of files at rest

« Tamper-evident audit logs and
reporting

« Compliance facilitation with PClI,
GDPR, FISMA, GLBA and SOX

The Benefits of MOVEit for Government Departments and Agencies

Increased Productivity:

Save time and reduce human errors that
lead to delays in community services with
automated workflows.

Facilitate Reporting for Legal
Compliance:

Enforce data governance, audit file
fransfer activities and comply with key
regulations and standards.

Reduced the Risk
of Confidential Data Loss:

Replace legacy file transfer tools and
scripts with a centralized solution for
better visibility, control, security and
auditability of your data transfers.
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Progress® MOVEit® Cloud

» Advanced managed file transfer
as-a-service

* Managed by Progress in Microsoft
Azure

e Scalable, elastic service to meet
changing requirements

Progress® MOVEit® Transfer

» Secure repository for sharing
critical business data with external
parties

e On-premises deployment for
centralized control and increased
visibility

o Compliant workflow for
exchanging sensitive files

@ Request your free trial of MOVEit
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Progress® MOVEit® Automation

o Ability to push or pull files to/from any
FTP, Unix, email or file server

o Greater alignment between data
workflow schedules and critical
business operations

o Development of tasks and workflows
without the need for advanced
programming skills

f facebook.com/progresssw

X twitter.com/progresssw

@ youtube.com/progresssw

in linkedin.com/company/progress-software



https://www.progress.com/moveit/free-trials?utm_medium=pdf&utm_source=casestudy&utm_campaign=ft_moveit_cs_gov_public_sector_use_case&utm_content=ft-modernization&utm_term=moveit-for-government-and-public-sector

