Progress' MOVEit

MOVEIit® for Healtheare

INDUSTRY SHEET

File transfer in healthcare is a mission-critical
operation.
The efficient movement of files between business partners in healthcare

organizations accelerates payment eligibility inquiries, medical billing remits as well
as patient reminders and other core business functions.

The personal data included in these files requires that transfers be secure to avoid
data breaches and the resulting financial penalties and damage to reputation.

Leads the Industry in Security

> Encryption of data at rest and in transit
> FIPS 140-2 and AES-256 validated cryptography

> Allows staff to focus on sending business-critical data

Why Healthcare Organizations

Use MOVEit’ Supports Compliance and Reporting
For sending data files that contain » Enables your GDPR readiness

sensitive commercial or personal > Supports your GDPR, HIPAA and HITRUST
information such as compliance reporting

 Patient appointment reminders > Reduces the effort & time spent preparing for

«  Medical reports compliance audits

e Big data e.g. medical images

*  Billing and payment data Can be Deployed in High Availability Mode

O Gy G2 e > System-wide high availability with Active-Active failover

0 CONEIREIE e > Cloud version guarantees 999% uptime

° CHmesenEES > Provides business continuity & disaster recovery

assurances

The Benefits of MOVEit for Healthcare Organizations

Increased Productivity: employees can easily share files of any size or type with internal & external users
Ease of Compliance Reporting: for regulations & standards such as GDPR, PCl, HIPAA, HITECH

Reduced Risk of Data Loss: increased visibility, control, security & auditability of your data transfers



Trusted by Healthcare Professionals
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Guarantee Data s
Transferred Securely

Demonstrate Compliance
with Regulations & Standards
» Data encrypted at rest and in fransit >

> Best-in-class security FIPS 140-2 and
AES-256 cryptography

Helps government departments and
agencies comply with regulations such
as GDPR, HIPAA, HITECH, PCI

Assists healthcare organizations and
staff to reduce the risk of data loss
and fines for non-compliance

> Secure access control via multi-factor
authentication
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Enhanced Governance &

Control of Data Transfers

> Tamper-evident audit trails of all
activities

> Only authorized users can access

contents of files

> Pre-defined & customizable reports

‘”‘gmnm %,
Hospital v— & ‘E\DSS “%
M . v— P *
A A v= > v
Encrypts, l—J
Sends & Receives, Insurance Claim Forms Health Insurance &
[“/L] Tracks Health Plan Providers
=
Insurance Claim Forms & Remits
Accoun'r Statements @
il g G 7
Lollll J e )
Account Statements ’ Appointment Patients
3 Progress’ Information
L Ga MOVEit
| a o
Appointment Reminders
[‘L]@ S Azure
~ Patient Records Healthcare
= Workers

Medical Reports

BlueCross.

=LY

O,

About Progress

Progress (NASDAQ: PRGS) provides the leading products to develop, deploy and manage high-impact
business applications. Our comprehensive product stack is designed to make technology teams more
productive and enable organizations to accelerate the creation and delivery of strategic business
applications, automate the process by which apps are configured, deployed and scaled, and make critical
data and content more accessible and secure—leading to competitive differentiation and business success.
Learn about Progress at www.progress.com or +1-800-477-6473.
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For a free trial of MOVEit Transfer, please visit:

www.ipswitch.com/forms/free-trials/moveit-transfer

facebook.com/progresssw
twitter.com/progresssw
youtube.com/progresssw

linkedin.com/company/progress-software
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