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Flows/s Average flows per seconds increased by (#654%) from 208 to 344 flows/s ) Progress Flowmon' > Anomaly Detection System ~
Events ©110.100.32.132 (localhost) ~has highest number of detected events ~ 310 pae Pespsctiva 1P acdresess
Last4hours v Security issues ™ MORE FILTERS...
Events ©110.1001621 -~ has the highest increase of detected events ~ +113
SIMPLE LIST BY MITRE ATT&CK AGGREGATED VIEW
Threat Score £ 10.100.28.40 (magistr.flowmon.com)  has the highest Threat Score (@) 65 See the list of host
> @61 ©110.100.28.40 (magistrflowmon.com) = As source: m sstarger: ()
Threat Score ©410.99.28.141 - has the most significant increase in Threat Score from @ 28 to @ 61 5 QD R Bosonce po—="
Methods Methods with significant .mmemmmOSsHchmuz%) GSMTPANOMALWSH%) > @53 ©110.100.16.21 (unknown) R 'As source: asurcet: (ZID
> @51 ©110.100.54.103 (unknown) = As source astarger: (@ ED
Methods Methods not present in previous interval: () UPLOAD - (@) DICTATTACK DOHDET (M PEf s @5 ©110.10016.22 (smknown) S sevrge: @D
> @4 ©110.99.18.34 (unknown) = As source: astarger: (@ EHD
> @4 ©110.99.34.136 (unknown) = Assource: (§ astarger: (@D
> @4 £310.99.18.155 (unknown) = As source starger: (END
> @46 1090179 (nknown) = As source: METH s tarcer: (IR
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A/ TRAFFIC OVERVIEW 7 HISTORICALTRENDS {} STATISTICS

Showlast 1week + compared to previous | 2,4, 6 weeks Vl SET INTERVAL

200G

150 G
100 G |

50 G / \ b \ \
\ / / / \ |/

0
Aug1  Aug2000 Aug2 Aug30:00 Aug3 Aug4000 Aug4 Aug50:00 Aug5 Aug6000 Augé Aug70:00 Aug7 Aug80:00

I Now [ 2 weeks ago 4 weeks ago |6 weeks ago

DATASET ‘95TH PERCENTILE AVERAGE COMPARED TO H COMPARED TO COMPARED TO n
n Now 24.07 Mb/s 13.14 Mb/s ¥ -69.5% (-29.92 Mby/s) ¥ -100% (-102.77 Gb/s) ¥ -100% (-101.15 Gb/s)
B 2weeksago 225.53 Mb/s 43.07 Mby/s ¥ -100% (-102.74 Gb/s) ¥ -100% (-101.12 Gb/s)
4 weeks ago 163.36 Gb/s 102.79 Gb/s A +1.6% (+1.62 Gb/s)
n 6 weeks ago 162.73 Gb/s 101.16 Gb/s
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& Type
Subtype
5 Detail

MITRE ATT&CK

S

Detection time

Last update

First flow

TARGETS (1)

ALL IP ADDRESSES

Communication with blacklisted hosts (BLACKLIST)

Host

B e ey 128.199.137.99 - detail

category of the blacl
Known attackers, a

Tactic 4
Initial Access
2023-08-09
12:42:29

2023-08-09
12:47:30

2023-08-09
12:41:51

COMMENTS ) CATE(

BY COUNTRY

(B) 10.100.24.18 (unknown)

» Progress’

IP address: 128.199.137.99
Domain name: N/A
Country: ™= Singapore
Blacklisted as: ® Known attackers

APPLICATION WHOIS

9 DigitalOcean

Category:  Hosting
Homepage:  hitps:/www.digitalocean.com

‘DigitalOcean provides developers cloud services that
help to deploy and scale applications that run
i on multiple i

CLOSE

Probability
False positive
Detected by instance
Data feed

EVENTS (0)

3¢ (ed ortakes partin malicious activities depending on the

100 %
No
Default

Default
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Progress Flowmon® > Anomaly Detection System ~
Q @ PROCESSING (m] M N A, MAINTENANK (2 CONFIGURATION WIZARD
= lackli
° Edit local blacklist X

de #) Flowmon (6) ® Remote (0) 1§ Local (3)
& s Blackiist name TikTok
E BLACKLIST HOD INSTANCES
. . Description
2 AttackerAct The description field is optional and its value is
o used in the BLACKLIST event detail. If it is not TikTok
> BotnetActi¥  provided, the name of the blacklist is used in
5 the detalinstead.
Blacklists > SpammerA{
Assigned instances Default x -
CUSTOM ACTIONS S PhishingDe|  pata format
* Optional column © host (IP address, comment*)
> CVE-20233
> CVE-20234 © web or domain (hostname, path, comment)
TIkTok
’ e O service (IP address, port. protocol, comment)
@ applications (selected from the list)
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