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Protecting data is crucial. In a recent study, organizations worldwide reported nearly half a billion ransomware attempts—

all reported within a 12 month period – which equates to 15 attacks every second. This highlights the importance of Dell 

Technologies providing its Prolion and Storage customers with proactive solutions to detect, protect against, and recover 

from such threats. 

Dell Technologies offers a suite of tools that monitor activity at the data layer by analyzing audit logs that track actions such 

as file access (open, close, delete, rename), as well as when and where these occur on storage platforms like PowerScale, 

PowerStore, and Unity. However, by this stage, the data has already been exposed to a significant ransomware risk. This 

approach: 

• Is reactive, akin to firefighting, 

• Occurs during the “Collection” phase of an attack (as shown in the diagram), 

• Focuses on minimizing damage and ensuring the availability of a valid copy of the data for recovery 

Dell Technologies now offers its storage customers a more proactive solution through the integration of Prolion CryptoSpike. 

This solution enables the detection of suspicious activity during the “Discovery” phase of an attack—long before malicious 

actors gain access to sensitive data.
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Detect a ransomware attack at every stage - powered by Progress
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Attacker searches for 
vulnerabilities in the 
target system, 
network, or user to 
exploit them.

Attacker gains access 
to user credentials to 
escalate its privileges 
and access sensitive 
information.

Attacker spreads to 
other systems or 
devices on the 
network, using the 
compromised 
credentials.

Attacker identifies and 
gathers valuable data 
or resources from the 
compromised 
systems.

Attacker sends the 
stolen data to a 
remote server or 
command and control 
center outside the 
victim’s organization.

In the final stage 
attacker encrypts 
sensitive data and 
demands ransom 
payment to restore 
access.
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If you want to see a demo, please contact your Dell 
Representative, or reach out to Progress Flowmon 

Dell, in collaboration with Progress and Prolion, has successfully integrated this technology across its PowerScale, 

PowerStore, and Unity storage platforms, utilizing Prolion CryptoSpike alongside Progress Flowmon, a Network Detection 

and Response (NDR) solution: 

• Identify threats before they reach endpoints or critical data, 

• Detect threats that bypass traditional perimeter defenses, 

• Provide comprehensive insights into the network’s security posture, 

• Enable detection, response, and recovery from ransomware attacks, 

• Utilize machine learning, AI, and advanced technologies to detect network anomalies, including Zero-Day threats. 

• Meet compliance requirements for various cybersecurity regulations, including NIS2, DORA, HIPAA, PCI-DSS, and 

others. 

Integrating PowerScale, PowerStore and Unity 
with Flowmon and Prolion
Flowmon continuously monitors the networks connected to PowerScale, PowerStore, and Unity solutions. When 

integrated with Prolion CryptoSpike (Data Protection), Flowmon can directly alert CryptoSpike via API, enabling it to 

create policies that block potentially harmful IP addresses by applying access rules. Once Flowmon detects suspicious 

activity and sends an alert to CryptoSpike, the user is immediately blocked from accessing the storage.  
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