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▪ Over 20 years of industry experience favoring 

reality over formality

▪ Over 17 years in services focus with Progress 

Software

▪ Specializing in vendor-neutral, cross-platform 

application ans service integration

▪ Passionate technology advocate



3 © 2018 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.

Agenda

▪ What: Data Security and Privacy

▪ Who: The Concerned Audience 

▪ Where: Risks Are Everywhere

▪ How: Assessing, Planning and Protecting 

▪ When: There is a right time to Protect your Data 
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Standard Disclaimer Warning

▪ Security is a tremendously broad topic

▪ Spans Careers

▪ Get Your Interest Up
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What are you protecting?



6 © 2018 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.

Data Security & Privacy: What are you protecting?

▪ Data Security

 Data security refers to end-to-end data-privacy processes and controls that are applied 

to prevent unauthorized access to computers, databases, applications, and web servers. 

Data security also includes the data-integrity controls for detecting data corruption at all 

points 

▪ User Privacy

 User privacy is the privacy and security level of personal data available on internet & 

intranet networks. It is a broad term that refers to a variety of factors, techniques and 

technologies used to protect sensitive and private data, communications, and preferences
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Data Security is the 

foundation for User Privacy
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Data Security & Privacy: That’s What We Know

Theft of intellectual property, unlike other kinds of data breaches, often goes years without being 

detected, as it did in nearly a third of the cases studied by WSJ.

Time from initial 

attack to initial 

compromising of data
7% 16% 54% 10% 10% 2% 2%

Seconds Minutes Hours Days Weeks Months Years

Initial compromise to 

detection

0% 0%
15% 19% 20% 17% 31%

Detection to 

containment (data no 

longer actively 

exposed)

5% 22% 12% 53% 8%
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Minutes to steal.

Days (years) to detect.

Far too long to fix.
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Who is concerned with 
security policies?
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“Don’t worry, we’re 

safe. 

I put in a hardware

firewall -- we can’t be 

hacked.”
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Legal 

CFOCMO

CTO

IT Admin
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Get Involved!

Get Buy-in!

Get Ownership!
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OpenEdge ABL Application Attack 

Surface: Ownership

Application Data

Platform file system

OpenEdge Database Server

ABL clients / Application servers

ABL Application(s) & 3rd party

Users
No effective security above this line

Security owner:

OpenEdge / IT-Ops

OpenEdge / IT-Ops

OpenEdge / IT-Ops

IT-Ops

OpenEdge / IT-Ops

Application developers / IT-Ops

PAS for OE & Web 

servers

-- network --

-- network / shared memory --
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Just 

because                                    
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Where are your risks?
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OpenEdge ABL Application Attack 

Surface: sample attack vectors

Application Data

Platform file system

OpenEdge Database Server

ABL clients / Application servers

ABL Application(s) & 3rd party

PAS for OE & Web 

servers

Users
No effective security above this line

-- network / shared memory --

-- network --

web crawlers

DDoS

open ports

unencrypted ports

unsecured APIs / applications

weak user authentication

poor input validation

session hijacking

client data caches

identity theft

<more>



18 © 2018 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.

Legacy Vulnerabilities

• Applications designed or 

implemented without security 

as a priority

• Aging application or OS 

platform, policies

• Potentially no encryption of 

data at rest

• Vulnerabilities as data moves 
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OE 

CHUI
SQL

Where … is the data?

Database Server

Progress 

Application 

Server for 

OpenEdge

Classic 

WebSpeed

Open AS

WSAS

Application ServerWeb Server

Apache

IIS

Web  

Mobile

Web Services

HTTP

Java OE GUI.Net
ODBC

JDBC
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How are you going to 
protect your assets?
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“When planning a defense, have 

at least two plans; the first 

plan will always fail.”

- unknown
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Plan, Plan, and Plan

ASSESS

Hire a reputable third-

party for an unbiased 

security assessment.

Prepare for 

embarrassment – bad 

news from assessor is 

better than the news 

channels.

PROTECT

Design data security 

and control policies

Educate and 

empower all 

individuals that access 

the data in any way

Plan, Plug, Patch

RESPOND

Do NOT Panic

Test your response 

plan

Fix, Review, Repeat

DETECT

Monitor for intrusion 

and possible threats

Notify only key 

personnel

Include internal

sources

Rules will evolve

Keep the history –

even of benign

activity
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OE 

CHUI
SQL

My data is … where again?

Database Server

Progress 

Application 

Server for 

OpenEdge

Classic 

WebSpeed

Open AS

WSAS

Application ServerWeb Server

Apache

IIS

Web  

Mobile

Web Services

HTTP

Java OE GUI.Net
ODBC

JDBC
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OpenEdge Approach to Data Security & Privacy

▪ OpenEdge installs an open system and provides opt-in security 

controls (aka features).

▪ OpenEdge security controls expect to operate in conjunction

with other layers

▪ Integration with third-party, standards-based security controls

from other vendors

▪ The ABL should NOT implement it’s own user and data security 
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OpenEdge Technologies OpenEdge Authentication Gateway

OpenEdge Auditing

Progress Application Server for 

OpenEdge

Client Principal Object

OpenEdge Change Data Capture

OpenEdge Management

OpenEdge Transparent Data Encryption
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Protect

Database Server

Progress 

Application 

Server for 

OpenEdge

Classic 

WebSpeed

Open AS

WSAS

Application ServerWeb Server

Apache

IIS

Web 

Mobile

Web 

Services

HTTP

Java
OE 

GUI OE 

CHUI SQL
.Net

Transparent 

Data EncryptionDigital CertificateDigital Certificate

HTTPS HTTPS

Protect the Data:
Authentication vs. Authorization
Encryption and Validation

STS

A
u

th
e

n
tic

a
te

Authenticate

OpenEdge 

Authentication Gateway

ODBC

JDBC
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“If you’re not paranoid, 

you haven’t been 

paying attention.”

– may have been me
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When should you do all of 
this?
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You are late already!

Do it yesterday!
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OpenEdge Security Health Check: Help from friends

Examine

Identify

Protect

OpenEdge 

Environment

Possible 

Vulnerabilities

Implementation of 

OpenEdge Security 

Features
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Chad R. Thomson

Thank You!

chthomso@progress.com You might also like to attend:

Session Title

Speaker

You might also like to attend

Address the Requirements of GDPR

Tanya O'Connor, Sr. Mgr, Product Marketing

Connor Patten, Principal Sales Engineer

Marina III, June 1, 13:00
@ProgressSW

@progress




